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Abstract 
Multiple secret sharing algorithm using the YCH scheme, combined with DNA encoding is proposed, focusing at better security. 
Firstly, DNA encoding for multiple images is carried out; then the addition of these encoded components by DNA is performed. 
Secondly, the (t, n) scheme used the Lagrange interpolation polynomial to share these DNA scrambled matrices is performed. 
Thirdly, these shares are embedded using a modular operation. Finally,  ‘t’ or more shares are pooled which reconstructs the 
scrambled matrices,  and by decoding the DNA scrambled matrices multiple secrets are reconstructed without loss. The 
simulation results and the security analysis prove that this algorithm is perfect, and produces results with better PSNR value.  The 
correlation co- efficient shows that this also has the ability of resisting various attacks. 
© 2014 The Authors. Published by Elsevier B.V. 
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Technologies (ICICT 2014). 
Keywords: Threshold secret sharing; DNA cryptography; Steganography; Image processing. 
1. Introduction 
Development and growth of the Internet and the computer, the communication of multimedia information has 
become more popular. Hence, it is necessary to concentrate on the security of the multimedia information. Since the 
image pixels are more correlated traditional encryption schemes are not very efficient. Threshold secret sharing is 
the process which divides secret into n shares, among participants, where at least t qualified combiners their shares 
to recover the secret, and participants less than t cannot recover the secret.  
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Shamir14 and Blakley3 first initiated the threshold secret sharing in 1979, where a dealer splits the secret and 
distributes the shares among the participants. At least t participants must combine, to reconstruct by pooling the 
shares.   
Wang et al.18 and Chang et.a5 discussed drawbacks like expansion, contrast, and meaningless shadows. 
Eavesdroppers are attracted towards pointless shares, so these are embedded into a cover image, and stego images 
are generated using the steganographic technique. The meaningful cover image avoids the suspicion of intruders. 
Lin and Tsai11 and Lin et.al22 proposed a technique based on the Shamir model, where the shares are embedded 
into a host image. Still, the reconstructed secret has loss, because of the truncation of pixels for value larger than 
250. Sensitive images, small change in values are also not tolerable. To overcome these problems two pixels are 
used to represent the values greater than 250. 
Naor and Shamir12 introduced Visual Cryptography, where a secret image is splitted into two shares based on 
white and black pixel, and secret is recovered by overlaying those two shares. 
Wu and Chen21 proposed a visual cryptographic scheme which shares two secret images among participants, 
where the one secret is revealed by stacking the shares and the other can be obtained by rotating at 90◦. To overcome 
the angular limitation of Anbarasi26, Hsu et al.7 discussed to conceal two secrets in two rectangular shares with 
arbitrary rotating angles. Wu and Chang22  redefined the scheme of20  by encoding the image into circular shares 
which removes the angular restrictions. 
Shyu et.al15 proposed a multiple secret sharing scheme in visual cryptography. This scheme splits the secrets into 
two circular shares. Multiple secrets are revealed one by one by stacking the first share, and rotating the  second 
share at n distinct angles. To share a variable sized image, thus overcoming the limitation of transparencies being 
circle in shape, Fang20 proposed a reversible cryptographic methodology. Here two secrets are divided into two 
shares, and first secret is revealed by stacking the shares and the other secret is reconstructed by reversing. Jen-Bang 
Feng et.al8 proposed a visual secret sharing scheme for hiding multiple secret images into two shares. Anbarasi et.al 
implemented a cheating prevention methodology using biometric authentication in13. 
Adleman1 worked out the one who experiment DNA computing27 in 1994, where  some researchers found good 
characteristics of DNA computing such as massive parallelism, huge storage and ultra-low power consumption. 
Multi secret image sharing using DNA addition for multiple images is proposed in our paper. This scheme is very 
efficient, perfect and highly secure. The secret images are encoded into DNA sequences and then shuffled based on 
the DNA addition rules. The resulting scrambled images are encrypted into n shares using Shamir’s 2, 9 polynomial. 
The scrambled images are retrieved by using the DNA subtraction rules, and the images are recovered using the 
Lagrange interpolation. 
The of the research work  is organized as: Section 2 briefs about the related works. Section 3 explains the proposed 
work. The Experimental and simulation results are detailed in section 4;, and the conclusion is given in section 5. 
2. Introduction 
This section deals with the related works on secret sharing, such as Shamir’s secret sharing, steganography and 
DNA cryptography 
 
2.1. Shamir’s Secret sharing  
Shamir14 introduced secret sharing in 1979. Secret sharing was used to split a secret S among participants such 
that t or more can recover the secret S, but less than t cannot obtain it. This scheme is said to be perfect only if 
participants less than t cannot recover the secret. Shamir’s secret sharing approach used a secret S and a prime 
number  ‘m’ to generate a (t-1)th degree polynomial, which is given in equation 1. 
   F(X) = S1 + S2X1 + …+ St-1Xt-1 mod m                            (1) 
 
   Y1=F (K1)   Y2=F (K2) … Yn= F(Kn) 
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where Yi (1≤ i ≤n) represents the computed shadow value, which is calculated using the secret key of each 
participant using (1), and are securely issued to the participants by the dealer.  If less than ‘t’ participants pool their 
shares, the secret cannot be reconstructed using Lagrange’s interpolation polynomial. 
2.2. DNA encoding and decoding 
DNA computing is a form of computing which uses DNA, biochemistry and molecular biology, for performing 
computations. A DNA sequence is composed of four nucleic acid bases A(adenine), C(cytosine), G(guanine), 
T(thymine), where A and T complement each other, as G and C. In a binary system 0 and 1 are complementary; 
similarly, 00 and 11, 01 and 10 are also complementary pairs. The four bases can be expressed as 00, 01, 10, and 11. 
24 kinds of coding schemes are possible, but only 8 kinds of coding schemes satisfy the complementary rule of 
Watson–Crick19.The encoding rules are given28 in Table 1. In the proposed scheme, the DNA code is used to 
scramble the secret images in order to decrease the correlation value of the image. Each pixel of  the secret images 
are expressed as a sequence of size 4. Example, if secret is 183, the binary sequence is 10110111. By applying the 
DNA encoding Rule 6, we obtain the DNA sequence as AGTG. Based on DNA computing27, biological and 
algebraic operations such as addition and subtraction can be done, according to the traditional process in the binary 
system 25. 
Table 1. DNA coding schemes. 
+ 1 2 3 4 5 6 7 8 
A 00 00 01 01 10 10 11 11 
T 11 11 10 10 01 01 00 00 
G 01 10 00 11 00 11 01 10 
C 10 01 11 00 11 00 10 01 
2.3. Steganography 
Steganography is the art of concealing information in ways that prevent the detection of hidden messages. 
Steganography includes a large number of methods to hide a message from being seen .The main goal of 
steganography is to avoid the suspicion of the existence of any hidden message. Digital audio, video, and pictures 
are furnished with distinguishing but imperceptible marks, which may contain some hidden copyright notice or serial 
number, that helps to prevent unauthorized copying directly16,17,23. Copyright protection, feature tagging, and secret 
communication are the applications of digital steganography.  
x  Data hiding by Modular operation 
To reduce the distortion of share images, generally the existing secret image sharing schemes used a 
steganographic algorithm for embedding the shadow into a host  image. Since the shadows are calculated using a 
finite field GF(28) pixel values lie between (0≤Si≤255). Lin and Chan’s scheme10 produced a camouflaged pixel 
using 
   > @ kkOQ ii u  
   iii YQq       
where ୧ is the quantized value of the  image Ͳ୧,  ୧ represents the ith camouflaged pixel and ୧is the shadow 
value. In order to increase the embedding capacity we convert ୧to base 5 conversion, where ୧are the pixel values 
of each generated share. For example, consider the pixel value as 255, and base 5 representation of 255 is 
(2010)5.The maximum number of digits required for hiding is 4. So the embedding capacity isሾ ൈ ሿ ോ Ͷ. The 
value of k used in the process is 10 as given in paper10. 
To generate Stego images, the following method is used. 
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where each ୧୨ is the value obtained by the  base-5 representation. The shadows are retrieved from the stego 
images using the following equation. 
   
5modjiji VY        
3. Proposed System 
The proposed threshold multi secret image sharing scheme shares the multiple images based on the Lagrange 
interpolation polynomial. The    secret images are first encoded using the DNA coding rules, and further shuffled 
using the  DNA addition rules, and then encrypted using Shamir’s secret sharing scheme. Since the shadows 
generated are meaningless , each shadow is embedded into a host image using the modular operation, whereas the 
size of the host image is double that of the secret. Then the shadows are distributed to the participants. During 
reconstruction, at least ‘t’  participants pool their shares to recover the multiple secrets. Finally, the original secret 
images are retrieved by the DNA subtraction rules. Since scrambling of pixels is done prior to the secret sharing, the 
correlation among the pixels in the image is reduced to a lower level, and high correlation co efficiency is achieved. 
Therefore, this paper provides a highly secure, perfect multi secret sharing scheme. 
  
Algorithm for Share creation 
 
¾ Convert the secret images SIi(i=1,2...p) into binary matrices BIi(i=1,2...p) of size mxn. 
¾ Apply the sixth DNA coding rule to encode the binary matrices BIi(i=1,2...p)  according to sec. 2.2, which 
results in p scrambled coding matrices EIi(i=1,2...p)  of size (m, nX4).  
¾ Apply the  DNA addition rule described in section 2,  and add the encoded matrices EIi(i=1,2...p) which give 
the scrambled secret images CIi(i=1,2...p) ,  by using the following method: 
 CIi (m, n) = EIi (m, n) + EIi+1(m, n)                                (2)   
where i=1, 2 . . p; when i = p, i+1is assigned to 1. 
¾ Recombine these scrambled secret images CIi (i=1,2...p) to form the DNA sequence matrices CIi’ where    i=1, 
2...p. 
¾ Perform the 8th DNA decoding rule to decode the scrambled matrices CIi’ according to section 2. We 
reconstruct them into P secret images SIi’ where   i=1, 2...p. 
¾ Shares are generated for the scrambled multiple secrets SIi’ where i=1, 2...p using Shamir’s secret sharing. 
Applying the invertible polynomial given in (3) and (4) shares Y1, Y2...Yn are generated for both the cases. 
Case p≤t  where the  number of secrets is less than or equal to the threshold 
 
Yi(i=1,2…n) = h(x)=S1+S2x1+…+Spxp-1+c1xp+c2xp+1+…+    ct-pxt- 1 mod 28                          (3) 
Case p>t  where the number of secrets is greater than the threshold 
 
Yi(i=1,2...n) =h(x) = S1+S2x1+…+ Spxp-1 mod 28                                  (4) 
 
Also compute h(i) mod 28 where i=1,2...p-t. where x is the secret key of every participant. The calculation 
is  performed using 28 in order to avoid the loss of a secret pixel. S1, S2...Sp are secret pixel values and  C1, 
C2...Ct- p are the random integers. 
¾ These meaningless shadows of size [mxn] are embedded into a host image of size [2mx2n], using the 
modular operation according to section 2. The generated stego images are distributed to the participants. 
 
Algorithm for the reconstruction of multiple secret 
¾ The shadows Yi(i=1,2..n) are retrieved from the stego images as given in section 2. 
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¾  The Lagrange interpolation polynomial given in equations (5) and (6) retrieves the scrambled secret images    
 SIi’ where   i=1, 2...p. 
 
Case P≤t 
 
    ݄ሺݔሻ ൌ σ  ௜ܻ௧௜ୀଵ ς ௫ିூᇱೕூᇱ೔ିூᇱೕ
௧௝ୀଵǡ௝ஷ௜ ݉݋݀ʹ8                                                            (5) 
               =S1+S2x1+…+ Spxp-1+c1xp+c2p+1+…+ ct-pxt- 1 mod 8 
 Case P>t  
  ݄ሺݔሻ ൌ σ  ௜ܻ௧௜ୀଵ ς ௫ିூ
ᇲೕ
ூᇲ೔ିூᇲೕ
௧௝ୀଵǡ௝ஷ௜ ൅ σ ݄ሺ݅ሻς ௫ି௝௜ି௝
௣ି௧
௝ୀଵǡ௝ஷ௜
௣ି௧
௜ୀଵ ݉݋݀ʹ8                                      (6) 
              = S1+S2x1+…+ Spxp-1 mod 8       
 
¾ Perform the 8th DNA decoding rule to encode the scrambled secret images SIi’ according to section 2, 
which results into CIi’ where  i=1, 2...p. 
¾  Recombine these scrambled secret images   CIi’ (i=1, 2...p) to form the DNA sequence matrices CIi ,  where        
i=1, 2...p. 
¾ Apply the DNA subtraction rule, on CIi which gives the encoded images EIi by using the following 
equation: 
   EIi (m, n) = CIi (m, n) - EIi+1(m, n)                              (7) 
   where i=1, 2...p; when i=p, i+1is assigned to 1 
¾   Apply the sixth DNA coding rule to decode the images EIi to retrieve back the secret images SIi(i=1,2...p). 
The secrets are reconstructed without any loss.  
4. Simulation and Security Performance Analysis 
The performance of the system are detailed here. The experimental platform was programmed in Matlab 7.9. A 
simulation for the (3, 4) scheme is applied, where the threshold chosen is 3. For both the cases, consider the number 
of secrets P as 3 for (P ≤ t) and 4 for (P>t) respectively. Various grayscale images of size 256x256 are taken for 
experimentation, as given in Fig. 1. Using the  DNA encoding and addition process scrambled secrets are obtained 
with the three images , which are shown in Fig. 2. These scrambled secrets are encrypted into shadow images using 
the YCH scheme, as shown in Fig.s 3. The secret images are reconstructed from t shares without any loss.  
The distortions image are computed, using the peak to signal noise ratio. 
 
      ൌ ͳͲͳͲ ቂଶହହమ୑ୗ୉ቃ ሺͺሻ 
   
where MSE is the mean square error that exits among the original host image and the stego image. For a host 
image of size M u N, the MSE is given below; 
 
       ൌ  ଵ୑ଡ଼୛σ σ ൫୧୨ െ ୧୨൯
ଶሺͻሻ୒୨ୀଵ୑୧ୀଵ  
 
Cij  - value of the original host image and Sij - values of the stego image, respectively. Good quality is implied by 
a PSNR value greater than 35 dB. Table 2 shows the PSNR values for different stego images are around 47 DB. The 
result implies stego images of  a better  Quality. 
Table 2. PSNR values 
 
 
 
Test  
images 
PSNR 
Stego Image 1 Stego Image 2 Stego Image 3 Stego Image 4 
Girl 47.0796 46.8957 46.9334 46.9233 
Pepper 47.2186 47.0726 47.0769 47.0735 
1799 L. Jani Anbarasi et al. /  Procedia Computer Science  46 ( 2015 )  1794 – 1801 
 
         
     Fig. 1. Secret Images  
                
                                                 Fig. 2. DNA scrambled images  
          
Fig. 3. Generated Shadow 
 
Lossless secret images are constructed. Participants cannot cooperate among themselves and cheat because the 
scrambling performed using DNA cryptography is known only to the dealer. The correlation coefficient27of two 
adjacent horizontal and vertical pixels of the original image and the share image is examined and given in Table 3. 
 
. 
Table 3: Horizontal and Vertical correlation among pixels 
Vertical Correlation 
Secret Share1 Share2 Share3 Share4 Share5 Share6 
0.9441 0.0043 0.0137 -0.0134 0.0069 -0.0043 -0.0024 
Horizontal Correlation 
Secret Share1 Share2 Share3 Share4 Share5 Share6 
0.9640 0.0466 0.0099 0.0093 0.0042 0.0034 0.0067 
     
 
Histogram shows the gray value distribution of secret. The histogram distribution of DNA added secret and the 
generated share are given in Fig. 4. Key sensitivity analysis shows the good difference between two shares created 
with different keys as specified in Fig. 5. Secret reconstructed with wrong participants key and its histogram is 
shown in Fig. 6.  
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Fig. 4. Scrambled Secret and the generated share  
                                                                           
 
Fig. 5. Image difference between two shares and its histogram 
                                          
Fig. 6. Secret reconstructed with wrong key and its histogram 
5. Conclusion and Future Direction 
An investigation has been made as to  how multiple images can be scrambled using DNA coding, and shared 
among participants using the Lagrange interpolation polynomial. The proposed threshold multi-secret sharing has 
resulted in a low correlation coefficient. The generated stego images have achieved a better PSNR value using the 
modular operation. During reconstruction, multiple images are retrieved without loss. This can be further extended 
to multiple secret sharing, using the co verifiability property and 3D images. 
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